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2FA for GeBIZ Foreign Suppliers 

2FA stands for Two-Factor Authentication. 2FA adds an extra layer of security by requiring a 

secondary verification step, reducing the risk of unauthorized access. This extra step ensures 

that even if login credentials are compromised, unauthorized access is prevented without the 

second factor.  

From September 2024, you can download Time-Based One Time Password (TOTP) 

authentication applications, such as Microsoft or Google Authenticator, to enhance your 

account security with 2FA. 

Please take note that you will be required to complete the setup of 2FA by 31 December 2024 

to avoid disruptions to your account access and activities.  
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Setup of 2FA  

1. For new users, after completing your account registration, you will receive an email 

containing the instructions to set up your new password and log in to your GeBIZ 

account. 

 

For existing users, please log in to your GeBIZ account. 

 

2. After logging in, you will see the following setup screen to enable 2FA. Please note 

that the setup screen will be visible from 2 September 2024.  
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3. Download and Set Up TOTP Authentication Application (Microsoft 

Authenticator/Google Authenticator) on your mobile device from the Apple App 

Store/Google Play Store. 

 

4. Open the TOTP authentication application on your mobile device. You have two 

options: (A) Scan the QR Code and (B) Manual Entry to complete 2FA set up. 

Option A: Scan the QR Code 

Using Microsoft Authenticator Using Google Authenticator 

4.1) Tap + plus button on top-right corner 

of the mobile application.  

 

4.1) Tap + plus button on bottom-right 
corner of the mobile application.  

 

4.2) Tap on Other (Google, Facebook, etc.) 
to enable your mobile phone’s camera  

 

 

4.2) Tap on Scan a QR code to enable 

your mobile phone’s camera 
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4.3) Ensure that you are in the Setup Two-Factor Authentication (2FA): QR Code tab on 

GeBIZ page. 

4.4) Scan your mobile phone’s camera at the QR code displayed on GeBIZ page. 

4.5) Enter the code generated by the TOTP authentication application. 

4.6) Click Submit button to complete the setup.  

 

  
 

 

  

Enter the values that appear on your mobile 

device screen. 
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Option B: Manual Entry 

Using Microsoft Authenticator Using Google Authenticator 

4.1) Tap + plus button on top-right corner 

of the mobile application.  

 

4.1) Tap + plus button on bottom-right 
corner of the mobile application.  

 

4.2) Tap Other (Google, Facebook, etc.) 
followed by Tap enter code 
manually. 

 

 

 

4.2) Tap Enter a setup key  
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4.3) Enter Account Name and Key 
information found on GeBIZ screen. 

 

4.3) Enter Account Name and Key 
information found on GeBIZ screen. 
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4.4) Ensure you are in the Setup Two-Factor Authentication (2FA) tab: Manual Entry tab 

on GeBIZ page. 

4.5) Enter displayed account name and setup key on GeBIZ page into Authenticator app, 

as Step 4.3. 

4.6) Enter code generated by the TOTP authentication application. 

4.7) Click Submit button to complete the setup.  

 

 

 

 

 

 

 

Enter the account name and setup to your authentication app 
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Postpone setup of 2FA 

If you do not have access to a mobile device or are unable to install the TOTP authentication 

application at the moment, you can choose Set Up Later.  
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If you accidentally navigate away while still logged in to GeBIZ website, navigate to locate 

the “Set Up” button on the alert banner below the menu. 
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Reset of 2FA 

1. Log in using your GeBIZ ID. 

 
 

2. Click Reset 2FA button. 

 

3. Enter your registered email address, then click Submit button. 
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4. In your email, click on the URL link and it will bring you to this user guide. 
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Frequently Asked Questions (FAQ) 
1. What is 2FA and why do I need it? 

2FA stands for Two-Factor Authentication. 2FA adds an extra layer of security by 

requiring a secondary verification step, reducing the risk of unauthorized access. This 

extra step ensures that even if login credentials are compromised, unauthorized 

access is prevented with the second factor.   

 

2. Is 2FA mandatory? 

Yes, 2FA is mandatory for all GeBIZ users, and the setup process for GeBIZ foreign 

suppliers begins in September 2024. Please ensure that you set it up by 31 December 

2024 to have uninterrupted access to your account. Early adoption is encouraged for 

enhanced security. 

 

3. What if I cannot set up 2FA by 31 December 2024? 

Users that have not completed the setup will not be able to log in to the system until 

they have completed the required setup. This can cause delays in performing 

transactions as you cannot log in to the system, so you are strongly advised to 

complete the 2FA setup before the deadline to avoid disruptions to your account 

access and activities. 

 

4. Can I disable 2FA once it is enabled? 

No, once 2FA is enabled, it cannot be disabled due to security reasons.  

 

5. Can I use other authenticator apps other than Microsoft Authenticator app? 

Besides Microsoft and Google Authenticator app, other authenticator apps such 2FA 

Authenticator can be used to support Time-based as long as the app has a One-Time 

Password (TOTP). TOTP is a computer algorithm that generates a one-time password 

(OTP) using the current time as a source of uniqueness. 

 

 

Contact Us 
For any queries, please send your enquiry to support@gebiz.gov.sg or call our service desk at 

(65) 64827121. 

 

mailto:support@gebiz.gov.sg

